Data Base Security 

Protection of data against accidental, intentional, loss, disclosure, alteration and destruction is called data base security, so the data administration is responsible to protect data confidentiality on backing store in secure and protected from. The following diagram shows those factors due to which the data or protection of information disturbed or destroyed. 

Levels of Security

There may three level of security.

1. Physical security.

2. Administrative Security.

3. Data Security.

1. Physical Security

It is the security of hardware, so physical should be kept in order to protect the system this disaster e.g: locks are used for this purpose. The paper and marker can be used ie. Paper on the system having the information “Only programmers are allowed”. Badges can be used which shows the constructed or earthquake proof is also physical security.

2. Administrative security

It is the security being enforced by the administration. Each organization has its own administration is in hierarchical form e.g. The University administration.

These personal are responsible for specific task and lower level administration will not be given any secret information about ups.

3. Data Security

It is the security of data on base against unauthorized users. There are types of system environment. Single user and multi user environment.

In single user environment data remain personal to the user. In this case security is not so essential for DBMS, but user/programmer requires to keep his data secured.

In multi-user system the data is the prime resource of the user system. Data is lying on backing store of different types. All the users are allowed to access their own data. So in this case security is strictly need by DBMS.

The main common methods of data security are:

i. Granting Authority.

ii. Pass word system.

iii. Audit and Trial Method.

Granting Authority:


In shared database all the users are not at the same level. We have to define all the level of users. In database management System there is a module responsible for granting authorities. Its aim is to make restrictions on user level. A person can have any of the following access authorities:

i. Can’t access any data

ii. Can’t access all the data 

iii. Can access some data for some operations like only see, change etc.

Granting authority is implemented at the time of installation of DBMS.

Password system 

Password system are the in which password are implemented. There are different methods of giving passwords.

General passwords are most commonly used. It usually asks for the name followed by the password. Then it check this given password with original password, if it is equal to that then it goes forward otherwise it stays there. Usually passwords are used to come in data base is shared 
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