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               COMMAND LINE UTILITIES

Some NetWare commands can be executed from the workstation, and others must be executed from the file server console. Some workstation commands are available to all users. These commands are located in the SYS: PUBLIC directory. Generally, these commands add some function to the workstation environment. Another set of workstation commands are intended primarily for system operators. These commands require higher security privileges and are located in the SYS:SYSTEM directory.  Workstation commands must be entered from a workstation. Console commands , by contrast , can’t be typed at a workstation. They can entered only at the file server. Console commands are available to anyone with physically access to the file server. They are typed directly into the file server keyboard and don’t require a password. Some commands are as follows: 

ATTACH






Command

Description:


The public command ATTACH establish a connection to a specified fileserver on multiserver network. The fileserver’s resources are made available to you. ATTACH is similar to LOGIN except that it is only used after you have logged in to a different fileserver. In other words, you must log in to a server before you can ATTACH to additional server. Also, ATTACH does not execute a login script.

Syntax:


ATTACH [fileserver/username]

Examples:



User HASSAN can connect to the file server PETROMAN with either of the following commands:


ATTACH

Or


ATTACH      PETROMAN/HASSAN

BROADCAST

Description:



BROADCAST is a console command similar to SEND. You follow the command by a message, not enclosed in quotes, up to 60 characters in length. The message is sent to all logged-in  workstations immediately. Optionally, you can BROADCAST a message to selected users, but you must specify their connection number rather than their username. As with the SEND command,  Ctrl-Enter clears the message from your workstation. Users may block their workstations from receiving messages with the CASTOFF command.

Syntax:


BROADCAST   message

Example:


BROADCAST    Logout by 5:00 

CAPTURE

Description:



CAPTURE is a public command which redirects following printer output to the specified print queue or to a specified file. During the CAPTURE process, output is temporarily stored in a spool file. This file is then transferred in its entirety to the queue. Under DOS 2.x, the output is gathered until you issue the ENDCAP command. DOS 3.x and above automatically sends the spooled output to the print queue when you exit the application. Either way, the spool file is automatically deleted after being processed by the queue. 

Syntax:


CAPTURE flags

The following flags are used with CAPTURE command.

A(Autoendcap) This flag forces an ENDCAP upon exiting an application. CAPTUREd  output is then transferred to the specified queue and printed. The default is Autoendcap enabled.

B(Banner=)  The parameter is text, which can be up to 12 characters and is printed on the banner page preceding the printout.

C(Copies=)   The parameter is the number of copies to print. The allowed rage is 0 to 255. The default is 1.

CR(Create=)  The parameter is a filename which can be preceded with a full path. When you use this flag, output is saved to the given filename, as well as to the spool file. Thus, after the spool file is printed, additional printouts can be obtained by NPRINTing  the CAPTUREd file. The default is to not create an output file. 

NA(NoAutoendcap) An ENDCAP command is normally issued automatically when you exit or enter an application. This causes CAPTUREd output to  be transferred to the specified print queue and to begin printing. The NA flag disabled this action. Output remains spooled until you manually issue the ENDCAP command. The default is NA disabled.

NAME=   The parameter is the username you wish to have printed on the banner page. Obviously, this flag is not valid when the NB flag is used. The default is to print your current username.

NB(No Banner) Include this flag to suppress the printing of a banner page before the file is printed. The default is to print banner page.

NT(No Tabs)  This flag causes tab characters to be ignored when printing the CAPTUREd file. The default is to not ignore tabs.

CASTOFF

Description:



CASTOFF is a public command, which disables your workstation from receiving  messages. Messages are sent to you from other workstations or a fileserver. The following flags can be used with CASTOFF.

A(All)  This flag prevents all messages (from workstations or fileservers)  from being received.

S(Station)  This flag blocks messages from other workstations only. Messages sent from a fileserver console are still received.

C(Console)  This flag has the same effect as the All  flag.

Syntax:



CASTOFF

Example:

1. To prevent all messages from being received at a workstation enter the following commands.

     
F:\   CASTOFF

2. To prevent all messages from being received at a workstation as well as file server enter the following command

F:\   CASTOFF/A

CASTON

Description:



The public command CASTON negates the effects of CASTOFF. It fully restores the ability for your workstation to receive messages. CASTON uses no flags.

Syntax:



CASTON

Example:


The following command allows messages to be received at a workstation.



F:\   CASTON

CHKVOL

Description:



The public command CHKVOL is essentially NetWare’s version of the DOS CHKDSK command but they are not interchangeable. CHKVOL reports the total amount of disk space allotted to given volumes, as well as how much space is currently available. It also tells you how much space is still available to you as user. The command can be followed by server name, volume names and drive names, which can include the DOS wild cards, “*”  and “?”. 

Information reported by CHKVOL:


NetWare 2.x

Total volume space

Space currently in use by files

Space remaining on volume

Space available to you

*Directory entries available

* The number of directory entries under 2.x is determined at the time of volume creation.

NetWare 3.x

Total volume space

Space currently in use by files

Space in use by deleted files not yet purged

Space available from deleted files

Space remaining on volume

Space available to you

* NetWare 3.x does not put a predetermined limit on the number of directory entries.

Syntax:



CHKVOL  [path] [/continuos]

Example:


In this activity you determine the available volume space for the current default volume. This screen is from a fileserver running NetWare 3.x.


F:\ CHKVOL


Statistics for fixed volume PETROMAN\SYS:


Total volume space:


420,244 K Bytes


Space used by files:


214,108 K Bytes


Space in used by deleted files:

13,800 K Bytes


Space available from deleted files: 
13,800 K Bytes


Space remaining on volume:

206,136 K Bytes


Space available to user:


206,136 K Bytes

ENDCAP

Description:



ENDCAP is a public command, which closes printer spool files opened with the CAPTURE command. These spool files are then sent to the appropriate print queues. ENDCAP redirects subsequent printer output back to your workstation’s local port. ENDCAP need not always be issued manually. NetWare issues an automatic ENDCAP with each CAPTURE, NPRINT, LOGIN & LOGOUT command. Under 3.0 and above, ENDCAP is automatically issued each time you exit an application. This automatic feature can be disabled using the NoAutoendcap flag with the CAPTURE command. 

Syntax:


ENDCAP  [/Cancel]

or
ENDCAP  [ /Cancel] [/Local=n]

or
ENDCAP  [ /Cancel] [/All]

ALL: 
This  flag causes ENDCAP to release all local printer ports. This is default.

CANCEL: This flag causes ENDCAP to release LPT1: and delete any 
CAPTUREd print jobs without sending them to a print queue.

LOCAL=n: The parameter immediately following LOCAL is a valid local 
printer port number(0-2). This flag cancels the CAPTURE of the 
specified local printer port, sending spooled output to the 
appropriate print queue.

Example:

FLAG







Command

Description:



FLAG is a public command used to display or change the attributes of specified files. The command can be followed by a complete path and filename and can include the DOS wild cards. If you do not specify a path or filename, all files in the current default directory are assumed. If this command is used without any flags, NetWare simply lists the current attributes of the designated files.

Each flag may be preceded with “+” or “-” to add or delete that attribute respectively. 

Syntax:


FLAG  [path [option] [Sub]]

FLAG options are as following:

C(Continuous)  This flag causes the information reported by FLAG to 
scroll continuously on your screen.

H(Hidden)  Hides files. When users scan the files in a directory using DOS 
DIR command, hidden files will not be listed. Hidden files can also 
not be erased or copied. To make a file visible again, use “-H”.

N(Normal)  Denotes the default file attributes. These are -S & -RO.


RO(Read Only)  Disallow users from writing to this file. The file 
can not be modified, deleted or renamed. 

S(Shareable)  Allows  simultaneous access to a file by multiple users. It is 
typically used on the program and data files of “multi-user” 
applications.

SY(System)  Marks files as being “system”. This has the same effect as hidden.

SUB(Subdirectory) This flag will cause the FLAG command to affect not 
only files in the current directory, but also in any subdirectories.

ALL   Assigns all attributes supported under your current version of 
Netware.

DI(Delete inhibit)  This flag prevents users from deleting a file. 

RI(Rename Inhibit) This flag prevents users from renaming a file.

Example:

1. The following command displays the attributes of files in TEST directory.

F:\    FLAG    TEST

2. To view the attributes of a file LOGIN.EXE  in the TEST directory, type the following command

F:\    FLAG  TEST\LOGIN.EXE

Output:


LOGIN.EXE    [RW……….]

3. Setting attribute +H to the file LOGIN.EXE , type the following command.

F:\    FLAG   LOGIN.EXE    +H

Output:


LOGIN.EXE   [RW   A    H……..]

Then you can not see the file using DIR command and hidden files can’t be erased. To unhide the file , we use the command:



F:\   FLAG    LOGIN.EXE   -H

FLAGDIR

Description:

FLAGDIR  is a public command used to display or change the attributes of specified directories. The command can be followed by a complete path and directory name and can include the DOS wild cards. 

Syntax:


FLAGDIR  [path [option...]]

FALGDIR options are as following:

H(Hidden)  Hides directories. When users scan the files in a directory 
using the DOS DIR command, hidden directories will not be listed. 
Also, hidden directories can’t be erased or copied. 

N(Normal)  This flag cancels any attributes that have been set for the specified directories. When a directory is first created, it has no attributes.

SY(System)  This flag marks directories as being “fine” to the system. This 
has the same effect as hidden.

DI(Delete Inhibit) This flag prevents users from deleting a directory.

P(purge)  This flag tells NetWare to immediately purge any files within this 
directory as soon as they are deleted. Thus, SALVAGE has no effect 
in directories with this attribute.

RI(Rename Inhibit)  This flag prevents users from renaming a file.

Example:

GRANT

Description:



GRANT is used to assign and delete rights for a given directory. Under NetWare 3.x, you can also assign and delete rights for specific files. You must specify a single user or group, as well as the rights you wish to grant. You also need to specify the directory if it is not the current default. This can also be accomplished in a menu-driven environment using SYSCON. Once you have GRANTed rights to a user for a directory or file, that user is considered a trustee. You can only GRANT rights to directories in which you have ACCESS CONTROL right. There are eight basic rights. When GRANTing these rights, use the flags listed below:

Flag

Right


Description

R

READ


Open file & read contents.

W

WRITE

Open file & write to it.

C

CREATE

Creates new files & directories.

E

ERASE

Deletes files & directories.

M

MODIFY

Change file or directory name or attribute.

F

FILE SCAN

View files(but not necessarily open them)

A

ACESS CONTROL    Grant  file or directory rights to 





     
other users.

S

SUPERVISORY
Under 3.x, this grants all rights.


All




Grant all eight rights.

Syntax:

GRANT rightslist  FOR [ path] TO [user/group] [options]

options: /sub

Example:

HELP:

Description:



HELP is a menu-driven utility, which provides information about the use of other NetWare commands, and utilities. It is designed to be self-explanatory. Access menus with a mouse by holding down Alt key and pressing the first letter of the menu name.  There is a quicker way to use HELP if you are looking for help on a specific NetWare command or utility. Simply follow the HELP command with the name of that item, e.g.  HELP SEND and press Enter. The Help screen appears.

LISTDIR

Description:



LISTDIR is a public command, which lists directories that are part of the named directory. If you don’t specify a directory, the current default is assumed.  LISTDIR is in some ways  similar to the DOS TREE command. Additional information is listed by including the following flags. 

D(Date)  This flag displays the date and time that each listed directory was 
created.

E(Effective rights)  This flag displays your actual rights in each directory.

R(Rights)  This flag display your maximum rights in each directory.

S(Sub)  This flag causes all directories “below” the specified directory to 
be included in the listing.

A(All)  This flag displays all information available with LISTDIR.

Syntax:



LISTDIR  [path [option]]

Example:

1. The following command lists the subdirectories in default directory.

F:\    LISTDIR

Output:


Subdirectories of PETROMAN/SYS:

LOGIN

PUBLIC

MAIL

DOS

WINDOWS

5 subdirectories found.

2.    F:\ PUBLIC>     LISTDIR / A

Subdirectories structure of PETROMAN\SYS: PUBLIC

Name

Date
Time

Inherited

      Effective    


NLS      
7-20-99             9.00  a            [SRWCEMFA]    [R     F]  

TEST    
7-20-99             9.00 a             [SRWCEMFA]    [R     F]  

UNIX    
7-20-99             9.30 a             [SRWCEMFA]    [R     F]

                3 directories found

LOGIN

Description:



The public command LOGIN establishes you as a user on a given fileserver. You  must  login using a valid username as created by the network supervisor. On networks with more than one fileserver, it is important to specify to which server you wish to log in. This is done by preceding the username with a valid fileserver name. Upon successful execution of the LOGIN command, NetWare invoke the appropriate login script defined by the SYSCON utility. Login scripts define search paths and may run commands or programs in a way similar to the DOS Autoexec.bat file.

Syntax:



LOGIN [/flags] [server/username] 

There are 2 flags that can be included in the Login command.

Flag


Purpose

S


Script flag indicates that you wish to invoke a different 



login script. Both system & individual login scripts are 



skipped and the one specified is executed.

C


Clear screen causes the workstation  screen to clear as 


soon as your password is typed in.

Example:

1. To gain access to the default file server , type the following command.

F:\  LOGIN    USER4

LOGOUT

Description:



The public command LOGOUT cancels your ability to access the files on a specified fileserver. This counteracts the LOGIN command and the effects of login script. Network access is not disabled by LOGOUT, but you are shift from the LOGIN directory on the default drive and all other drives mapped to that fileserver are no longer accessible. On single-server networks it is not necessary to specify the server name. If the server name is omitted on multiserver networks, you are logged out of all fileservers to which you had access.

Syntax:



LOGOUT  [servername]

Example:

User 4 can logout server PETROMAN by entering the following command.



F:\user4>   LOGOUT

MAP

Description:



The public command MAP assign drive names to NetWare directories. This is the most important NetWare command, because without it the fileserver’s volumes cann’t be accessed. While drive names can be any letter, A-Z, you should not use letters already assigned to local drives in your workstation. Under DOS 3.x and above, DOS reserves drive names A-E for local use. Therefore, start with F for NetWare drive mapping. 

Syntax:



MAP  [drive_name:]  

or 

MAP  [drive_name : = vol: directory]

MAP can also be used to provide automatic searching through different directories for program files. These files must have an extension of .COM, .EXE or .BAT. In this function, MAP is similar in effect to the DOS command PATH. When used to establish search paths the command syntax is:



MAP  [search x: = vol: directory]

SEARCH  can be abbreviated with S. x is the number 1-16 that designates the order in which the directories will be searched. When you attempt to run a program NetWare looks for it first in the current default directory, then in each SEARCH path in numerical order. If the program is not found in any of these, then the message “BAD COMMAND OR FILENAME” is displayed. 

Example:

1. To list the current drive maps, enter the following command:

                F:\ USER5>    MAP

Let we  login as a user5, then output looks like that on screen.

Drive   A:  maps to local disk

Drive   B:  maps to local disk

………………………………

Drive   E:  maps to local disk

Drive   Y: = petroman\sys:\user5

SEARCH:=  X:-   [PETROMAN\SYS:\DOS]

SEARCH:=   z:-   [PETROMAN\SYS:\PUBLIC]

2. Adding map in current directory.

F:\ USER5>    MAP    W:= PETROMAN\SYS:\ WINDOWS

    Drive W = petroman\sys :\ windows

3. Adding search map.

F:\ USER5>  MAP   S3 := PETROMAN \SYS:\ WINDOWS

Search  3= V : [petroman\sys:\windows]

4. Deletion of map.

F:\ USER5> MAP  DEL  W:

5. Deletion of search map.

F:\ USER5>  MAP   DEL   S3

Applications:



We must establish drive names before accessing NetWare directories. Even though assigning drive F: to the SYS: volume root directory give us the ability to access its subdirectories (using the DOS CD command). It is often more convenient to have a drive name assigned to each commonly used directory because it is easier to change the drives than that of changing directories. Map search paths allow more efficient hard disk organization. Programs can reside in one directory yet be accessed from multiple directories. The MAP command may be issued from a login script. This will save the trouble of typing routinely used drive mapping at the time of login.

NCOPY

Description:



The public command NCOPY is similar to the DOS COPY command but with several advanced options. Because NCOPY operates on a fileserver level. It is usually much faster than using a DOS COPY. In naming the source and destination, you can specify the server name and directory name. 

The following flags are used with NCOPY:

Flag

Name


Description

A

ARCHIVE

Copy all indicated files that have their 

Archive bit set, which means that they






have been modified since their last backup

C

COPY

Copy as DOS files without retaining 





NetWare attributes or name space 





information.

S

SUB


Include subdirectories in NCOPY.

Syntax:



NCOPY   source_file(s)   targer_file(s)   flag

Example:

NDIR

Description:



NDIR is a public command used to list the contents of directories. It provides extensive information about each item. The NDIR command is typically followed by a path and  any of several flags. When the command is used alone it lists all files in both the current directory and its subdirectories. The list includes the filename, the size, the date and time of last access and of the last modification to the file, the file attributes and the user that last modified the file. 

The flags used to select files are as follows:

ACCESS=     
The parameter is a date of the form MM-DD-YY. This flag includes all files that were last accessed on the parameter date. ACCESS BEFORE, ACCESS AFTER,



ACCESS NOT BEFORE, ACCESS NOT AFTER  



options are used with this command.

CREAT=
The parameter is a date of the form MM-DD-YY. This flag includes all files that were created on parameters. 



CREAT BEFORE, CREAT AFTER, CREAT NOT BEFORE, CREAT NOT AFTER   may also be  used with this command.

DIRECTORIESONLY (DO)




This flag includes only directories and not files.

FILENAME=

The parameter is a filename and can include the 




“*” & “?” as wild cards.

FILESONLY=

This flag includes files but not directories in the list.

OWNER=
The parameter is a username. This flag includes all files that were last accessed by this user.

SIZE=
The parameter is a number greater than 0. This flag includes all files whose size in bytes equals this number.

SUB


This flag includes all subdirectories of the 





current directory but not files.

Syntax:



NDIR [path] [/option...]

Files can also be selected on their file attributes. With each of the attribute flags, you can precede the flag with the keyword “NOT”. These attribute flags include:



Hidden


H



Modified

M



Readonly

RO



Readwrite

RW



Shareable

SHA



System


SY

Finally, the SORT flag sorts the list according to any of six different options. Each option is preceded by the keyword “REVERSE” to cause the list to be sorted in reverse order. The SORT options are:

ACCESS

Sorts on date of the last access.

CREAT 

Sorts on date of file creation.

FILENAME

Sorts alphabetically by filename.

OWNER

Sorts alphabetically by the username.

SIZE


Sorts numerically by the number of bytes  the  file 



occupied on the disk.

UPDATE

Sorts on date of last file modified.

Example:


When we issue the command as:

           F:\ PUBLIC>  NDIR

        Searching \ SYS : PUBLIC

Files                Size           Lastupdated              Flags                 Owner

Attach.exe       60,787       5-11-98                [RO-S—DR]      Petroman

Castoff.exe      10,569       4-12-98                [RO-S—DR]     Petroman

Caston.exe       10,937       4-12-98               [ RW---------]     Petroman

Send.exe          34,567       6-01-98               [RW----------]     Petroman

Rights.exe        26,103       4-12-99               [RW---------]      Petroman

NPRINT

Description:



The public command NPRINT allows you to transfer specified files directly to network printers. It is  similar  in concept to the DOS PRINT command. The files can reside on any available fileserver and can be sent to any network printer. 

The following flags control the way in which the files are printed.

B(Banner=)
The parameter is text, which can be up to twelve characters, and is printed on the banner page preceding the printout.

C(Copies=)
The parameter is the number of copies to  print. The allowed range is 0-255. The default is 1.

D(Delete)
If this flag is included, the specified files are deleted after they are printed. The default is not to delete.

NAME=
The parameter is the username you wish to have printed on the banner page.

NT(No Tabs)
This falg causes tab characters to be ignored when printing the SPOOLed file. The default is to not ignore tabs.

Syntax:



NPRINT [path [printer no]]  flag

Example:

PURGE

Description:

The public command PURGE forces the deletion of ERASEd files. The DOS ERASE command appears to delete files, but actually they are only flagged for deletion. In both NetWare 2.x, 3.x PURGE has the effect of permanently removing such files. The PURGE command can be followed by a directory name and filename. If no directory or file names are specified, PURGE affects all deleted files in your current directory.  There is a single flag that can be used with PURGE, which is ALL, will purge files in the current directories as well as any subdirectories.

Syntax:



PURGE  [filename][/ALL]

Example:

1. First we delete a file in TEST directory, file1.txt , using the DOS command, then we complete the deletion process using PURGE command. 

F:\ TEST > DEL   FILE1.TXT

F:\ TEST > PRUGE  FILE1.TXT

Output:

The following output appears.


Petroman:\ sys :/ Test

                                     File1.txt

Only specified file on PETROMAN  have been purge from the current directory.

2. To completely  delete all the erased files from directory , we issue the following command.

F:\ TEST > PURGE  / A

REVOKE

Description:



The public command REVOKE is used to remove certain rights that a given user may have for a given directory. NetWare’s 3.x also allows rights to be GRANTed or REVOKEd for individual files. The user executing the command must have parental rights i.e. Access Control right in the directory, for which the rights are to be removed. 

There are seven basic rights for both 2.x, 3.x:

Right


Description

READ


Open file & read contents.

WRITE

Open file and write to it.

CREATE

Create new files & directories.

ERASE

Delete files & directories.

MODIFY

Change file or directory name or attributes.

FILE SCAN

View files.

ACCESS CONTROL   Grant files or directory rights to other users.

You can use the keyword ALL, to specify all rights.

Syntax:

REVOKErightslist [FOR path] FROM [user/groupname]

Example:

RIGHTS

Description:



A listing of the rights or privileges that you have been assigned in a given directory is obtained using the public command RIGHTS. This can also be done in a menu-driven environment using SYSCON.  Specify  path to view the user’s effective rights for a directory other than the current directory.

Syntax:



RIGHTS  [path]

Example:


If we login to a file server as a User1 then to display the effective rights for the User1 directory, we enter the following command.


F:\ >  RIGHTS USER1

Output:


Petroman \Sys    :  User1

Your effective rights for this directory are      [  RWCEMF  ]

*   may read for file                          [  R  ]

*   may  write to file                         [ W ]

may create subdirectories & files       [ F ]

may erase directories                       [ E ]

may modify  directory                     [ M ]

may scan  file                                 [ F ]

*has no effect on directory.

SALVAGE

Description:



The public menu-driven utility SALVAGE (unerase) files which have not yet been permanently deleted. The DOS DEL command appears to delete files, but actually they are only marked for deletion and can be restored using the SALVAGE command. The 3.x SALVAGE utility has more options. The first is to select a directory, which has been deleted. The second option is to select a nondeleted directory. The third allows you to determine how salvage files will be sorted, when listed by the fourth options.

 Syntax:



SALVAGE

Example:


To explain this process, first we create a directory TEST , and then create some files in this directory. E.g. file1.txt. Now we delete this file using DEL command.



F:\ TEST > DEL FILE1.TXT

Now we restore this file using SALVAGE  command.

                   F:\ TEST >  SALVAGE

The following options appear on screen


MAIN MENU  OPTIONS

          Salvage From  deleted Directories

          Select   Current Directory

          Set   Salvage   Option

          View/ Recover   Deleted Files

1) When we select  1st option, then first of all a message appear.

ERASED FILE NAME PATERN TO MATCH

Then next screen appear contains no of directories in which files are deleted. From where we can select the required directory that contains required files. So, we select TEST directory which contains the Salvageable files.




Salvageable File




File.txt




Abc.txt    etc.

When we select it and press Enter then message appear:

RECOVER THIS FILE (YES/NO)

2) Similarly, when we select 2nd option to recover a file, then message appear:



Current Directory Path



PETROMAN/SYS: TEST

3) When we select 3rd option then following message appear:



Salvage Options



Sort list by deletion date



Sort list by file size



Sort list by filename

4) Now we select 4th option which is mostly used in. Then screen display the required file that can be recorded.

So, in this way we can recover any no of files reside in any directory.

SEND

Description:



The public command SEND transmits messages immediately to other users. The messages can be from one to 40 characters and must always be enclosed in quotes. The message is displayed on the bottom line of the designated user’s screen. You can specify one or more users to receive a single message, or use any existing groupname. If you attempt to send a message to a nonexistent user or one who has not logged in, you receive an appropriate message. To clear  a message, which you receive, press Ctrl-Enter.

Syntax:



SEND  [message]  TO  [user/groupname]

Example:

1) To send a message to User1 at command prompt of login workstation, type SEND “WELCOME” TO USER1

Then screen resembles this:

Message sent to PETROMAN/USER1       Station  1

2) To send message to both User1 and User2

Type  SEND “ COME HERE “ USER1 , USER2

3) To send message everyone on the default file server.

Type SEND “ LOGOUT BY  5:00”   TO EVERYBODY

4) To send message to console

Type SEND “ HELLO”  TO CONSOLE

SETPASS

Description:



SETPASS is a public command, which allows you to assign, or exchange the password associated with your username. This can also be accomplished in a menu-driven environment using the SYSCON. To change your password on a fileserver other than the default, you can follow the SETPASS command with a valid fileserver  name. Passwords are up to 127 characters and can combine alphanumeric characters. 

Syntax:



SETPASS  [server]

Example:

1. To create password on the default file server , type:

F:\ > SET PASS 

Output:


Enter new password for PETROMAN/ USER1 :……..


Retype new password for PETROMAN / USER1:……..

Password for  PETROMAN / USER1 has been changed.

2. If you have already a password, then after typing the above command line the following message appears:

Enter old password for PETROMAN / USER1 : ……….

Enter new password for PETROMAN / USER1 : ………

Retype new password for PETROMAN / USER1 : …….

Password for PETROMAN / USER1 has been changed.

SETTIME

Description:



You use the console command SET  TIME to change the fileserver’s clock to the actual date and time. Enter the time in the form HOUR:MINUTE:SECOND.  Seconds can be omitted. The hour is the number 0-23, starting and ending at midnight. Enter the date as MM/DD/YY.

Syntax:



SET  TIME  [mm/dd/yy] [hh:mm:ss]

Example:

1.
Setting the file server date & time to December 17 , 1999   11: 24 am   , we enter the command as:


F:\ > SET TIME   12/ 17/ 99    11: 24

3. Setting the file server  time to  4 :00 PM, we enter the following command.

F:\ > SET TIME   16 : 00

SLIST

Description:



The public command SLIST lists all active fileservers attached to your default server. Fileservers which are not currently on-line are not listed. Included in the fileserver listing is the name of the network on which each fileserver resides, as well as the node address. On single fileserver networks the SLIST command is of less importance. 

Syntax:



SLIST  [server] [/continuous]

Example:

1. To list the file servers on the  network, we can apply this command as:

F: \>  SLIST

2. To list the file servers on the  multiserver network, we enter the following command:

F:\ > SLIST   PETROMAN


SYSTIME

Description:



The public command SYSTIME displays the current time and date of the fileserver and  sets your workstation accordingly.  You can include a fileserver name or view the time of the default server by omitting the name.

Syntax:



SYSTIME   file_server_name

Example:


To display the time & date of the default file server, use this command:


F:\ > SYSTIME    

Current system Time :  Tuesday 17, 1999     9: 00  am

USERLIST

Description:



USERLIST  is a public command used to list the current users on given fileservers. The list of users includes their connection no and thier  log-in time. Use this command alone for a list of users on the current default fileserver. 

Syntax:

USERLIST[fileserver/] [name] [/address] [/continuous]

· Use the fileserver/ option to display the user of a fileserver other than the default one.

· Use user option to display only the information about a specific user.

· Use /address option to include network number and node address.

Example:

1. To list the users on the default fileserver, enter the following command.

F:\ > USERLIST

Output:


User information for server PETROMAN

Connection


User-mane

Logintime

1



user4


8-10-99     8 : 30 am

2



user3


8-10-99     8 : 33 am

3



user2


8-10-99     9 : 00 am

6



user5


8-10-99     10 : 00 am

WHOAMI

Description:



WHOAMI is a public command, which displays information about the username under which you are logged in. Your connection no and the fileserver to which you are attached are displayed. The following flags provide additional information about your current status.

Flag

Description

A(All)

This flag displays all information available with 


WHOAMI.

G(Group)
This flag lists the Group to which your username 



currently belongs.

R(Rights)

This flag displays all of your rights in all directories.

S(Security)

This flag lists any security  equivalence assigned to  




your username by SYSCON.

Syntax:



WHOAMI  [server] option

Example:

1. F:\ > WHOAMI

You are user  USER4 attached to server  PETROMAN  connection 2. Server PETROMAN is running NetWare  v3.12 (25 users)

Login time : Wednesday   December 16, 1999   3 : 35  PM

2. F:\ > WHOAMI / G

You are member of the following groups:

EVERYONE

3. F:\ > WHOAMI / S

You are security equivalent to the following :

EVERYONE

        SYSTEM   ADMINISTRATION  UTILITIES

SYSCON:

Description:





SYSCON is a menu-driven utility you use to establish, monitor and alter system configuration information in a number of different ways. This includes fileserver, accounting, group, workgroup, user, login script, AUTOEXEC.NCF and other information. The SYSCON provide certain menu selections only to users with supervisor rights. The options from the opening menu of SYSCON and their purpose are as follows:

Menu Selection

Purpose

Accounting


Track use of the network by each user to 




determine use patterns and billing levels.

Change Current Server
Select a different fileserver to be configured by 



SYSCON.

File Server Information 
Various information about the type and 





configuration of fileserver.

Group Information

Create, define and display user groups.

Supervisor Options

Monitor accounting and login restrictions, define 




autoexec and login script files, list, fileserver errors.

User Information
Create, define and display user information (rights restriction, password etc) Also create, define and display work group members and managers.

While the SYSCON utility is often used by all users on a network, it is most extensively used by network administrators. On newly installed networks, SYSCON allows you to define users and user groups. This includes establishing which files and directories can be accessed by each user or group, and in what way they can be affected. You can also establish the days and times during which given users can log in, passwords for each user, and other security-related information. 

Login  script is defined with the SYSCON utility. These are a set of instructions executed each time a user logs in to a fileserver. The instructions establish drive mappings, search paths, the location of the DOS command processor (command.com), and other important information. When a user logs in, an individual login script is executed, followed by a system login script that applies to all users.

FILER:

Description:



FILER is a menu-driven utility used to manage network files and directories. Most of the options available through FILER can also be accomplished with public or DOS commands. Because FILER is menu-driven, many users will find it to be an easier environment in which to work. While FILER is available to all users, they are restricted from file access according to established rights and trustee assignments. 

FILER presents the following options:

Current Directory Information:



This selection allows you to view a variety of informations about the current directory. The current directory is whichever directory you were in when FILER was invoked, or the last directory selected with the Select Current Directory option. Available information includes creation date, maximum rights mask, and a list of owners and trustees. The owner is the user who created the directory, but can be overwritten with any valid username. Trustees can be added or deleted using the Insert and Delete keys. You can also list directory attributes.

Directory Contents:


This selection displays all files and subdirectories in the current directory. You can select a given item using the arrow keys and Enter. FILER displays information about the selected item, including attributes, creation date, last accessed date, last archived date, last modified date, the owner of the file, and the size of the file in bytes. Any of this information can be changed except the size of file.

Files can be copied to new locations on the network. You need READ and FILE SCAN rights to the source file, and CREATE, MODIFY and WRITE rights to the target directory. Directories can also be copied. You can copy just the files in a given  directory, or the entire directory structure, including all files and subdirectories. When copying multiple files, use 

<F>  function key to mark them. Highlight each item to be copied, and press <F>. That item will begin flashing and remain highlighted. You can not mark both files and directories at the same time. When all desired items have been marked, press Enter. You are now presented the following options:


FILE OPTIONS:

COPY MARKED FILES

SET ATTRIBUTES

SET CREATION DATE

SET INHERITED RIGHTS

SET LAST ACCESSED DATE

SET LAST MODIFIED DATE

SET OWNER




SUNDIRECTORY OPTIONS

COPY SUBDIRECTORIES FILES

COPY SUBDIRECTORIES STRUCTURE

SET CREATION DATE

SET INHERITED RIGHTS

SET OWNER

Remember, which option you select affects all of the items you have marked. You can delete any item from the list. Select a file and press Del key. You must, of course, have deletion rights to that item. If you select a subdirectory, you can choose to delete only the files that it contains, or the entire structure, including all files and subdirectories  within it. Finally, you can create new subdirectories via the Ins key. 

Select Current Directory:


This selection lets you select a different directory in which to work. The selection of new current directory does not affect you when exit Filer. In other words, the directory from which you enter FILER will always be the same as when you leave.

Set Filer Options:

This has following options:

· Confirm Deletion :

This requires you to confirm that a selected file is to  be deleted. The default is to confirm.

· Confirm File Copies :

This confirms each copy individually.

· Confirm File Overwrites: 
 This prevents you from accidentally copying  a file to a new directory where another file  with the same name already exists. In this event FILER will warn you before the copy takes place.

· Directories Exclude Pattern: 
    This lets you specify which directories will not be included when listing directories elsewhere in FILER. On drives with a large number of directories, this can simplify your work. As, you may specify multiple patterns, use the Insert and Delete keys to add or remove each pattern. Patterns may include the DOS wild cards.

· Directories Include Pattern: 

This is exactly like the above option, except that specified directories will be included in the listing.

· File Exclude Pattern: 


This has the same affect on files as the Directories Exclude Pattern has on directories.

· File Include Pattern: 


This has the same affect on files as the Directories Include Pattern  has on directories. 





· File Search Attributes: 

This allows you to include SYSTEM and HIDDEN files in the list. Use the Insert and Delete  keys to modify.

· Directory Search Attributes: 

This allows you to include SYSTEM and HIDDEN  directories  in the list.

Volume Information: 


This selection displays information about the current volume including server name, volume name, volume type, total volume size, available bytes, total no of entries still available. None of this VOLUME information can be changed from within FILER.

Q1: What is a LAN?


To completely describe LANs, two definitions are needed: one functional and other technical. Functionally, a LAN is a group of desktop computers and other systems, located reasonably close to one another, connected in ways that allow their users to communicate and to share   computing  resources  such as printers and storage devices. This definition applies equally to LANs in offices, on factory floors, and in research laboratries. In all types of applications, LANs permit groups of computer users to gain access to and share computing resources.

Technically, a LAN is a network of computers connected by specific types of transmission media (such as cable) and network adaptors  and overseen by any of a number of network operating systems that support all necessary communications protocols and standards.

A LAN is not just a coordinated set of specific technologies, any more than it is a solution to a problem. The problem is how to allow workers who are already working together and already using desktop computers to do both more efficiently. The solution is the system that allows easy communication, information sharing, and collaboration among all relevant users. This system can be a LAN. 

Q2: What are the Features of a LAN? or

       What are the advantages and disadvantages of a LAN?


The following are the different  features of a LAN.

· Limited Geographic Scope :

A  LAN typically extended to a single office or workgroup, a few floors in a building, or a few buildings in a campus-like setting. This makes LANs fundamentally different from  WANs, which are designed to span entire cities, countries or continents. LANs use different protocols, or rules for  information transmission, than these other types of networks.

· Relatively Limited Number of Users per LAN:


Although some types of LANs can support hundreds of users on a single network, most LANs support fewer users. Growth usually happens by linking these smaller LANs, rather than by creating very large single networks. This approach is usually easier to manage than a single large network and limits the destructive effects of network failures.

· HIGH RELIABILITY


LANs tend to be highly reliable, even when demand for network access is heavy. LAN system software tends to include many features to protect against, detect and correct transmission errors. Some LANs also support redundancy, or duplicate components such as servers or power supplies. A second server, for example, may store backup copies of everything on the server and be activated instantly if the first server fails. This backup facility allows the network’s users to continue working while the first server is being repaired and reactivated.

· EXPANDABILITY

     Most LANs can be changed or expanded easily, although the ease of LAN modification depends as much on the design of the cabling plan as on the features of the particular LAN product. 

· HETEROGENEITY

      Early LAN products were designed primarily to connect multiple types of desktop systems, operating systems, media and topologies or methods of physical arrangement of components. Most market-leading LANs reflect the nature of desktop computing in today’s business manufacturers’ products, everywhere.

· MANAGEMENT AND SECURITY FEATURES

      Most LANs also include numerous features of specific interest to network managers, such as records of user activities and network problems. Many LANs also support features that promote network security, from simple user passwords to more complex schemes to limit access to network resources.

Q3: What are the basic components of LAN? Explain each .


The process of setting up network hardware is relatively straightforward, at least when compared to the process of setting up the software. Although there are different types of networks, they do have certain hardware characteristics in common. Following are the general components of a LAN.

FILE SERVER:

Any machine that sends out data along the network can be called a server. More especially, the term File Server refers to a computer whose sole purpose on the network is to send out and receive data files. It does not process or make changes to the data it sends out. In other words, the server doesn’t have to know whether a file is a text file, a graphic picture, or a financial spreadsheet. Instead, it busies itself answering requests from  workstations for files that it keeps stored. 

WORKSTATION:


Each network workstation is an ordinary personal computer running its own disk operating system. Unlike a standalone PC, however, a workstation contains a network interface card and is physically attached to the file server through cables. In addition, a workstation runs a special program, called the network shell,  that permits it to communicate with the file server, other workstations, and other network devices. This shell allows the workstation to use files and programs on the file server as easily as it can those on its own disks. 

NETWORK INTERFACE CARD:

A network interface card must be installed in each computer on the network. This card is inserted into a slot inside the computer. There are several types of cards, but they all perform the same fundamental operation: They manage the flow of network information to and from the computer in which they reside. The differences b/w various NICs are based first on the type of computer with which they are designed to work. E.g. IBM-compatibles require one type of card, and Macintosh computers require another. NICs also differ in the speed and efficiency with which they manage the information flow.

COMMUNICATION MEDIA:

See Q:8

BRIDGES:

A bridge  consists of a computer with two or more network interface cards, connecting two different types of network. E.g. one interface card might connect to a Linear system, while a second card connects to a Token Ring system. These two systems speak two entirely different languages, and require the bridge to translate the node address supplied by one network into an address that is recognized by the other. The bridge uses special software that accepts data from the sending network, recognizes the address as one belonging to the other network, translates the address so that the receiving network can understand it, and sends it to the receiving network. The bridge examines all the traffic on both networks, but it can distinguish b/w data, which is sent between the two networks, and the data, which is sent between the nodes on the same network. Data  that does not require translation is allowed to pass through the bridge unchanged and is not routed to the other network at all.
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GATEWAYS:

A gateway  is used when simply transferring raw data between networks is not 

enough. Some network systems e.g. mainframe or minicomputer based systems, require specific instructions on how data is to be managed once it is received onto the network. A gateway is also required when connecting two or more networks that are running on top of different operating systems. A gateway performs the functions of bridges, but in addition can translate the instruction set of the sending network into the corresponding instruction set of the receiving network.
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Q4:  What are the responsibilities of LAN  Supervisor?


Supervisors have a sensitive role in network  security. They must help users to implement and use the network and integrate these into network-wide polices that are followed  strictly. Managers of sensitive LANs need to address the possibility of their LANs being tapped from. With relatively simple electrical devices and a little time, an intruder can tap a LAN cable with little or no evidence. Some LANs can be tapped from a distance, with devices that monitor the redio-frequency radiation (emissions) that almost all LANs produce. Managers must also monitor connections between their LANs and other networks and computers. Managers must periodically audit access to and from network bridges, routers and other links, and they must regularly update the passwords and other associated security measures with these links. Managers must also implement measures that provide as much information as possible about network security and about attempted and successful breaches. Software and procedures that increase accountability can be of great value to a LAN manager and to manager’s organization. Sufficient information about accountability can limit the liability of an individual, a workgroup or an organization  should an accidental or malicious breach of network security result in a loss of tangible assets.  Users should also be encouraged to see enhanced security as a way of protecting their own livelihoods and work environments, as well as the  assets of their enterprise. The LAN manager has primary responsibility for getting both network users and financial decision-makers to see network security as a strategic benefit as well as a basic necessity. 

In many cases, the best way to enhance network security is to include security-blasting procedures and tools alongside aids to other aspects of network operation and management. 

Supervisors are responsible for managing the computing resources of their networks. Their responsibilities also include:

1. Create new users/groups.

2. Assign trustee directory assignment to users/groups.

3. Install networks printer and print queues for printing on network.

4. Maintain the software on network.

5. Monitor the usage of network.

6. Solve user’s problems regarding network security, e.g. if a user had forgotten his password, change it for him.

7. Detection of intruders.

8. Charging the users for network usage and maintaining accounting information.

9. Restricting no of login workstations for a single user. Keeping transactional record of the network operation.

Q5: Explain the steps involved in the process of connecting your computer to a Network?



The process of connecting your workstation to a specific server is called logging in. Before you log in, you must load a series of programs that make it possible for your computer to communicate with your network.  Collectively, we call these programs the NetWare DOS Requester software. Here are the steps:

Loading The Link Support Layer (LSL)

 
Your computer has a piece of hardware called a network adapter card that allows you to plug your computer into a network. This card has software built into it that needs some help to be able to communicate with various software that will try to communicate through it. The LSL refers to the software that makes it possible. The command to load the LSL is as follows:

C:\ NWCLIENT> LSL

Examine your screen. The messages give you information about the LSL.

SPECIFYING YOUR ADAPTER CARD


Your computer must have a network adapter card installed in order to connect to a network. After loading LSL, you need to load a piece of software called a driver that is specific to the kind of adapter card. The command you use to load this software is usually takes the name of your adapter. This command is as follows:

C:\NWCLIENT> NE2000

 Press Enter and examine the screen.

LOADING IPX 



IPX is a communications protocol for a network. Essentially, IPX acts as translator, ensuring that NetWare understands the requests you make to it. The command is as:

C:\NWCLIENT> IPXODI

Press Enter and see messages on your screen.

LOADING THE VLMs


VLMs or Virtual Loadable Modules, are  programs that provide specific types of services b/w your computer and NetWare. E.g. one VLM might be responsible for sending documents to be printed; another for sending or receiving data from a file server.  Let’s load the VLMs:



C: NWCLIENT > VLM


Examine your screen.

Q6: What is a Login Script?


Login Script are small programs that run when log in to a server. A system login script is generally created by your administrator, and is run for every user upon logging in to the server. After that, your user login script will run. Together, these login scripts set up your NetWare environment and determine the files and resources to which you have access. Login scripts are particularly useful for setting up drive mappings as well as for capturing the output of your ports to network print queues. Login script also allow you to use special login commands, however, to accomplish things that can be done only in this way. E.g. you can use the WRITE commands to display messages each time you login.

Q 7: What is meant by Topology ? Discuss all three types of LAN topologies.


Topology is a term used to describe the way in which computers are connected in a network. The Physical topology describes the actual layout of the network hardware; the logical topology describes the behavior of the computers on the network, from the perspective of its human operators.

Linear Bus:   This is a common layout. A single main cable connects each node, in what amounts to a single line of computers accessing it from end to end. Each node is connected to two others, except  the machines at either end of the cable, which are each connected only to one other node. The network operating system keeps track of a unique electronic address for each node, and manages the flow of information based on this addressing scheme. This topology has the advantage of not requiring that every computer be up and running in order for the network to function. But because a single cable is dedicated to all the information traffic, performance can be slow at times.

Ring:   This layout is similar to the linear bus, except that the nodes are connected in a circle using cable segments. In this layout, each node is physically connected only to two others. Each node passes information along to the next, until it arrives at its destination. Performance can be faster on this system because each portion of the cabling system is handling only the data flow b/w two machines. The ring topology eliminates a LAN’s dependence on a central computer by distributing some of that central system’s responsibilities to all the other connected workstations. 

Star : The Star is the oldest and most familiar network topology. In Star topology, each node is connected to a single, centrally located file server, using its own dedicated segment of cable. This topology has the advantage of minimum data traffic along the cables for optimum performance. But because a single machine must coordinate all the data communication, this topology requires an extremely powerful and expensive file server, plus additional cable.

.
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Q8:  What is meant by  communication media? Discuss primary  communication  media in LAN.  

A user-accessible computer on a network is called a workstation. A connection to the network made by any type of device is called a node. Each node on the network must be able to communicate in some fashion with the others. Most networks whose nodes reside within a reasonable distance of each other e.g. on the same floor  of an office building, make this connection using cables. 

A cable is an insulated wire that is attached to each NIC in the network and thus becomes the pathway along which the network data traffic travels. There are different types of cables that can handle the flow of information at varying speed, and with greater or lesser efficiency depending on the physical environment in which they are used. If the network is spread out over an extremely  wide area, cabling becomes impractical. These wide-area networks may use existing telephone lines to establish the connection. If the wide-area network is handling especially large volumes of information or requires exceptional speed, it may require its own dedicated telephone system cables to handle the traffic. Four types of network cables are commonly used today:

1. Coaxial Cable

2. Unshielded twisted-pair Cable

3. Shielded twisted-pair Cable

4. Fiber-optic Cable

The first three conduct an electrical signal through copper wiring. Fiber-optic cables convey light through glass.

COAXIAL CABLE:

Originally most LAN’s used coaxial cables as their media because they provide high speeds and low error rates and allow for easy expansion. Coaxial cable is still one of the most common LAN media. A coaxial cable consist of one or two conducting wires surrounded by several layers of insulation and shielding. The shielding protects against external signal interference. The disadvantage of coaxial cable is its cost relative to twisted-pair wires. Some types of coaxial cable are thicker than others. Thicker cables offer greater data capacity, can run longer distances, and are less sensitive to electrical interference. However, thick cable is more expensive.

UNSHIELDED TWISTED-PAIR CABLE:

Most buildings have an abundance of shielding twisted-pair  cable. It is commonly used as telephone wire. Twisted-pair cables are comprised of two wires twisted together at six turns per inch to provide shielding from electrical interference plus electrical resistance. However, using telephone wire, especially when it is already in place, can lead to several major problems. First, unshielded twisted-pair cable is sensitive to electromagnetic interference. In addition, poor-equality twisted-pair cables may have a varying number of twists per inch, which can distort the expected electrical resistance. In short, unshielded twisted-pair cable is inexpensive, easy to install, and may work for small networks. 

SHIELDED TWISTED-PAIR CABLE:

Shielded twisted-pair Cables are similar to unshielded twisted-pair cables except that they use thicker wires and are shielded from interference by a protective coat of insulation. The shielding and close attention to the number of twists per inch make shielded twisted-pair cable a reliable cabling alternative. However, with this reliability comes additional cost.

FIBER-OPTIC CABLE:

Fiber-optic cables transmit data as light pulses through glass cables. The major network systems now support fiber-optic cabling. Fiber-optic cable has significant advantages over all of the copper cable options. Fibber-optic cables provide the fastest transmission speed and are more reliable because they are not susceptible to packet loss through electromagnetic interference. Fiber-optic cable also is very thin and flexible, making it easier to move than the heavier copper cables. Perhaps most important, only fiber-optic cable has the data capacity that tomorrow’s faster networks will require.

Unfortunately, even though the price of the fiber-optic cabling is declining, it is still more expensive than copper. Installation of fiber-optic cable also can be more difficult than copper cables because the ends must be precisely polished and aligned in order to make a solid connection.

DATA COMMUNICATION

Data communication is the process of sending data electronically from one point to another. Linking one computer to another  permits the power and resources of that computer to be tapped. It also makes possible the sharing and updating of data in different locations. Computers that are physically close to each other, either in the same room or building can communicate data through a direct-cable link. Computers located far apart use a special form of data communication-----telecommunication.Telecommunication, or teleprocessing, is the process of using communication facilities such as telephone system and microwave relays to send data between computers.

NEED OF DATA COMMUNICATION:


In today’s business world, data communication technologies are as important as the computer technologies that support them. Many organizations, including banking and financial firms, could not exits as they do today without data communication. Business use data communication to communicate with a wide variety of individuals, other personnel within the same organization, banking and financial services personnel outside the organization, customers, suppliers, and shareholders etc. users must  send and receive data and information in timely fashion in order to identify and solve problems and make effective decisions. Often, in today’s fast-paced electronic environment, even a slight delay can mean a missed opportunity.

However, getting data to a desired destination in a timely manner is not the only concern. Communication systems must transmit the data accurately and in a form that can be understood and used by the receiving system.

ESSENTIAL ELEMENTS OF COMMUNICATION

For communication of any type to occur, there must be four basic elements: a message, a sender, a receiver, and a medium.

THE MESSAGE:


For two entities to communicate, there must be a message. A message can  have several forms and be of varying length. Data communications message types include files, requests for services, responses to requests, device or network status messages, network control messages and  e-mail etc. 

THE SENDER:


The sender is the transmitter of the message, either a person, an application, or a machine with enough intelligence to recognize a message  or a response without
 human intervention. The sender can also  be a system user, sensor, or other input device. 

THE RECEIVER:


Receivers include computers, terminals, remote printers, people, and other devices. There can be a message and a sender without a receiver; however, without a receiver there is no communication.  E.g. in a LAN a message can be sent to all nodes saying that a new system feature is available; if all nodes happen to be turned off at that time, no communication occurs.

THE MEDIUM:


Messages are carried from sender to receiver through  some communication medium. E.g. in oral communication, sound waves are transmitted through air (the medium). LANs use several media to transmit data, including  wires, coaxial cable, fiber-optic cable radio waves etc.

UNDERSTANDING THE MESSAGE:


Even if each of the four above components are present, if the message is not understood correctly, then accurate communication has not taken place. In human communication the most obvious obstacles  to understanding are language differences, for which translators may be necessary. Computer systems have similar  obstacles to overcome. E.g. data can be represented by any of several different codes, the two most common being the ASCII and the EBICDIC. Sometimes you must translate from one code to another to be sure that data is interpreted correctly.

ERROR DETECTION:


In human communication error detection is a frequent and basically simple task because humans can reason and interpret. A human receiver can usually correct grammatical errors, misspellings, and even some misstatements. But computer networks generally don’t reason. Even when a human operator realizes that a received message is erroneous, that operator may be unable to correct the error. When the receiver is a piece of hardware, incapable of reasoning and unable to correct errors, the user must use special schemes for determining  if an original message has been distorted during transmission. All such schemes involve transmitting additional information along with the data to increase  the chances of detecting errors.

HARDWARE REQUIRED FOR COMMUNICATION:

MODEMS:


Data in a computer are formatted as digital signals. Because telephone lines were designed to transmit the human voice, they format data as analog signals. Thus, for communication between computers to take place over a telephone line, the digital signal must be converted to an analog signal before it is transmitted. After its journey over the telephone lines, the analog signal must be reconverted to a digital signal so that the receiving computer can use it. The process of converting a digital  signal to an analog signal is called modulation. Demodulation is the process of reconverting the analog signal back to a digital signal. The device that accomplishes both of these processes is a modem. 

TYPES OF MODEMS:


The three basic types of modems used with microcomputers are:

1) Acoustic

2) External direct-connect

3) Internal direct-connect

An acoustic modem has two cups into which the handset of a telephone is placed. This type of modem sends data through the mouthpiece and receives data through the earpiece of the handset. Acoustic modems are used very often today because their signals are much more open to distortion than are those of  other types of modems and its rate of data transmission is also very limited.

An  external direct-connect  modem is external to a computer and connects directly to the telephone line with a modular phone jack. The direct connection greatly reduces the distortion of the signals and permits faster data transfer rates. Both acoustic modems and external direct-connect modems require that a computer be equipped with a communication adapter or other serial port with a connector used as a serial interface.  A serial interface provides a standard method for serial transmission of data. A modem cable to connect the modem to the serial port is also needed. 

An internal direct-connect modem  has all of its communication circuitry on a plug-in board that fits into one of the expansion slots. A separate board is not needed. Internal direct-connect modem also link directly to telephone lines with modular phone jack. These modems have many of the same special features that the external direct-connect modems have. In addition, these take up no desk space.

MULTIPLEXER:


A multiplexer is a hardware device that allows several devices to share one communication channel. Multiplexing is typically used to consolidate the message traffic between a computer and several remotely located terminals. This technique can also be used to allow several microcomputers to share a communication link to a host processor.
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CONCENTRATION:


Frequently, it is necessary to connect more devices to a computer than a communication channel can handle at one time. Concentration is the process of connecting and serving these devices. A concentrator, often a minicomputer, is the hardware that provides concentration. When the number of devices transmitting exceeds the capacity of a communication channel, the data are stored in a buffer for later transmission. Many multiplexers also provide concentration.
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FRONT-END PROCESSORS:


A front-end processor is a special-purpose computer that handles all data-communication control functions. Thus, while the CPU in a front-end processor handles all of the communication tasks, the CPU of a main computer is free to work on other tasks. The two processors interact only to pass data between them. A typical front-end processors might control scores of communication channels of varying and speeds coming from a number of diverse remote terminals. A front-end processor can be programmed to perform a variety of functions, such as concentration, error control, code conversion, buffering, and channel sharing, which are activities related to data and message control. Front-end processors can also contain their own secondary storage devices to record the communication activities for billing and audit trails. 
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TYPES OF DATA TRANSMISSION:


The two forms of data transmission are analog and digital. Analog data transmission is the transmission of data in continuous wave form. The telephone system is an example of a system designed for analog data transmission.

Digital data transmission is the transmission of data using distinct on and off  electrical states. Data in digital forms are represented as a sequence of 1s and 0s. Because computers work in digital form and because digital data communication is faster and more efficient than is analog communication, it would seem that all data communication between computers would be in digital form; however, that is not the case. A completely digital system is possible, but the telephone system , an analog system, is used for a great percentage of data communication because it is the largest and most widely used communication system already in place. To avoid the expense involved in converting to a digital system or running a duplicate digital system over a large geographic area, a device is used to transmit digital signals over telephone lines, is called modem.

MODES OF TRANSMISSION:

The transfer of data over communication channels occurs in three modes:

1. Simplex

2. Half-duplex

3. Full-duplex

In the Simplex mode, data can be transmitted in only one direction. A device using the simplex mode of transmission can either send or receive data, but it can’t do both. This mode might be used in an alarm system with the source located in a building and the destination being the local police station. The simplex mode allows no means of feedback to ensure correct interpretation of the signal received. In the alarm system example, police officers have no way of knowing whether the alarm had been set off by a test, or a malfunction.

The half-duplex mode  allows a device to send and receive data, but not at the same time. In other words, the transmission of data can occurs in only one direction at a time. An example of a half-duplex transmission is a citizens band(MW), radio user can talk or listen but can not do both at the same time.

The most sophisticated of  the transmission modes is the full-duplex mode, which allows a device to receive and send data simultaneously. E.g. a telephone system using a full-duplex mode allows the users to talk and listen at the same time. Telephone system use either the half-duplex or full-duplex mode.

COMMUNICATION CHANNEL BANDWIDTH:


The Bandwidth of a communication channel determines the rate or speed, at which data can be transmitted over the channel. There are three bands for communication channel:

1. narrow band

2. voice-band

3. broad band

 the slowest of these is the narrow-band, which transmits data at rates between 40 bit /sec and 100 bit/sec . A telegraph line is a narrow-band channel. A voice-band channel transmits data at rates between 110 bit/sec and 9600 bit/sec. Telephone lines are voice-band channels. The fastest of these channels is the broad-band channel, which can transmit data at rates up to several million bits per second. Advances in technology will soon allow data to be transmitted on some types of broad-band channels at speeds of more than a billion bps. Microwaves, coaxial cable, and laser beams are broad-band channels.

ASYNCHRONNOUS AND SYNCHRONOUS TRANSMISSIONS:


Asynchronous transmission of data is a method that sends one character at a time. The transfer of data is controlled by start bits and stop bits. Thus, each character is surrounded by bits that signal the beginning and ending of the characters allow the receiving terminal to compare data with the transmitting terminal on the character-by-character basis. Asynchronous transmission, the less expensive of the two methods, is often used in low-speed transmission of  data with narrow-band.

In Synchronous transmission, blocks of characters are transmitted in timed sequence. Rather than having start and stop bits around each character, each block of characters is marked with synchronous characters. The receiving device accepts data until it detects a special ending character or a predetermined number of characters,  the device knows the message has come to an end. Synchronous transmission is much faster than is asynchronous transmission. It commonly uses the faster voice-band and broad-band channels and it is usually used when data-transfer requirements exceed several thousand bits per sec. Synchronous transmission is used in direct computer-to-computer communication of large computer systems because high data-transfer speeds.

Compiled by http:www.itbaba.com
Petroman  Training Institute
                               By  Sadia Khalid

 Dera Ismail Khan

